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1:00 Update on EA Activity Jeff Quast

1:15 Update on ITD Activity Gary Vetter

1:30 Update on Agency Activities Jeff Quast

1:45 ndresponse.gov Cliff Heyne

Chad Gumeringer

2:00 Waiver – DOCR – Zip Files Jeff Quast

2:15 Envoy Virtual Check-In Josh Patrick

2:30 E-Services Privacy Standard Jeff Quast

2:55 Future Agenda Items



EA Activity
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Surveys completed

• WSI – Saba Login ID
• Approved on condition that the vendor’s solution meets or exceed the EA Access 

Control standard’s password complexity for unmanaged accounts.

• Tobacco Prevention and Control – Web Domain Name
• Pending approval by the CIO

• Tobacco Prevention and Control – NDGOV Banner
• Pending approval by the CIO



EA Activity

4

NDGOV Locked Accounts Update

In mid-2016, the default Active Directory account lockout threshold was changed from 3-to-5 consecutive invalid 
attempts.  This was done in consideration with other password controls that have been strengthened over time, 
including password length, complexity, expiration timeframes, and multi-factor authentication. 

Overall, agencies adopting 5-strikes between May and 
June of 2016 experienced a 48% decrease in account 
lockouts; dropping 1,109 lockouts per month on average.

During the same time period, the five agencies (BND, DHS, DOT, 
TAX, and DPI) staying with 3-strikes experienced an increase of 

2%; adding 30 account lockouts per month on average.
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EA Activity

ITD experienced a 40% decrease in account lockouts; 
dropping 248 lockouts per month on average. Note that 
user accounts within ITD went to 5-strikes but privileged 
accounts remained at 3-strikes.

Job Service experienced a 50% decrease in account lockouts; 
dropping 51 lockouts per month on average.
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EA Activity

Game & Fish experienced a 53% decrease in account 
lockouts; dropping 38 lockouts per month on average. 
Note that Game & Fish wardens require 24/7 support.

DOCR experienced a 54% decrease in account lockouts; 
dropping 182 lockouts per month on average. Note that 
DOCR guards require 24/7 support.
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EA Activity

WSI experienced a 74% decrease in account lockouts; 
dropping 110 lockouts per month on average.

NDPERS experienced a 77% decrease in account lockouts; 
dropping 35 lockouts per month on average. 



EA Activity
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• The average lockouts per month from January-May 2016 was only .5% higher than the 
average lockouts per month for all of 2015. In other words, trending back another year 
would have produced virtually the same results.

• These trends are produced from Active Directory logs, not incident logs 
(HEAT). Therefore, they include unlocks performed by OU admins across agencies.

• Cost Saving Estimates for 1,109 fewer lockouts per month on average?

• Each Locked Account has an associated cost of $5.00 = Annual savings of $66,540

• Each Locked Account has an associated cost of $15.00 = Annual savings of $199,620



EA Activity

9

Architecture Teams Recaps

• Data Architecture

• The Record Migration standard is pending an EA survey, and the BI Tools Guideline is being reviewed by ITD’s 
Business Intelligence group.

• Data Classification Guidelines is now a final draft and an EA survey will be posted.

• Electronic Data Backup Standard has become the Electronic Data Backup Best Practices (Final Draft) and an EA 
survey will be posted.

• Security Architecture

• Removed due to security concerns



ITD Activity
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• Brown Bag Lunch – Review

• Jason Silva – “Innovation and Thinking Differently” 

• SharePoint Online

• SharePoint Foundation will be unsupported by MS

• IM Federation

• Working through IM federation with Higher Education

• XenMobile PIN

• Will only affect BND existing users

• Combined Waiver Form

• One waiver request form to replace
• Request for Exemption from IT Standards and Policies

• Request for Exemption from IT Statutory Policy

• Request for Exemption from IT Planning Process

• Request for Exemption from IT Planning Due Date Extension

• Request for Exemption from Large Project Oversight



Agency Activity
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NDRESPONSE.GOV
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• Site developed with DES and the Governor’s Office
• Permanent site for information on major incidents

• Domain is separated from nd.gov for isolation

• Content is agency/JIC driven



NDRESPONSE.GOV Hosting
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Amazon RDS 

Replica

AZ USEAST 1A

AZ USEAST 1C

Virtual Private Cloud

Amazon 

EFS
Instance A

Instance B

Elastic Load 

Balancer

Route 53

CloudFront

Amazon 

EFS Amazon RDS 



Waiver for Email Zip Attachments
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Information removed due to security concerns



Standards Review
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• E-Services Privacy
• Changes being drafted

• Web Domain Name
• Change drafted to make ITD owner of all domain names

• Web Domain Name Best Practices



Envoy Virtual Check-in
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• iPad based sign-in

• Branded, personalized badges

• Notifies hosts of visitor arrivals via email

• Pre-registration for visitors 

• Mobile App connection via Bluetooth



E-Services Standard
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Future Agenda Items
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